
/Leadership-management/support-for-registered-managers/local-networks.aspx


Is WhatsApp Safe?
WhatsApp is protected by ‘end to end encryption’, which means that no one, not even 
WhatsApp, can read or listen to messages sent between users. For extra security you will need 
to set up a password on your device.

“My Manager uses WhatsApp to communicate with various teams. It is very beneficial 
for sharing success stories as well as ensuring staff health and wellbeing. 

https://www.digitalsocialcare.co.uk/latest-guidance/covid-19-information-governance-and-information-sharing-guidance/
https://www.digitalsocialcare.co.uk/latest-guidance/covid-19-information-governance-and-information-sharing-guidance/
https://www.digitalsocialcare.co.uk/data-security-protecting-my-information/cyber-security/protect-mobile-devices-and-tablets/
https://www.digitalsocialcare.co.uk/data-security-protecting-my-information/cyber-security/protect-mobile-devices-and-tablets/


Getting started
Things to consider before setting up WhatsApp
Downloading and setting up WhatsApp will differ depending on your device. 

Download the App Getting started

Quick Tip:
Check your mobile phone plan as you may  
be limited to the amount of data you have  
before having to pay additional charges. Watch 
these quick tutorials for further information and  
to check how much data you’re using:

Call data usage settings I Monitor data usage

Quick Tip:
If your organisation currently has a social media policy, you may consider 
reviewing it to make sure it includes WhatsApp within the guidance.

For example: staff members using personal mobiles may have personal 
images as a profile image. You need to ensure that visible information like this 
meets GDPR and your organisation’s policies and procedures.

Data UsageWhatsApp requires internet access to function usually your mobile data or Wi-Fi. No Wi-Fi access?You will then be automatically using your mobile data to send and receive information on the app. 

https://www.whatsapp.com/download/
https://www.whatsapp.com/download/
https://www.youtube.com/watch?v=AWemFbRf95g
https://www.youtube.com/watch?v=AWemFbRf95g
https://www.youtube.com/watch?v=P-vg8gTgCd4
https://www.youtube.com/watch?v=V7jVsCX7wuo
https://faq.whatsapp.com/android/account-and-profile/managing-your-profile
https://faq.whatsapp.com/iphone/account-and-profile/managing-your-profile/
https://faq.whatsapp.com/en/android/23225461/?category=5245250
https://faq.whatsapp.com/iphone/security-and-privacy/configuring-your-privacy-settings/


Security passwords
Skills for Care would advise that all the devices being used are password-protected with strong 
passwords/locks. Should you lose your device this will also avoid your data being shared.
Digital Social Care have produced a guidance on setting up passwords.

https://www.digitalsocialcare.co.uk/data-security-protecting-my-information/cyber-security/use-strong-passwords/
https://www.digitalsocialcare.co.uk/data-security-protecting-my-information/cyber-security/use-strong-passwords/
https://faq.whatsapp.com/android/security-and-privacy/suspicious-links
https://faq.whatsapp.com/iphone/security-and-privacy/suspicious-links/
https://faq.whatsapp.com/general/security-and-privacy/hoax-messages
https://www.youtube.com/watch?v=Z2C3HD9v0uY&
https://www.youtube.com/watch?v=76jrXpCeEsw&
https://faq.whatsapp.com/general/account-and-profile/lost-and-stolen-phones
https://faq.whatsapp.com/general/download-and-installation/how-to-update-whatsapp
https://faq.whatsapp.com/general/download-and-installation/how-to-update-whatsapp
https://faq.whatsapp.com/general/download-and-installation/how-to-update-whatsapp
https://faq.whatsapp.com/general/security-and-privacy/staying-safe-on-whatsapp
https://www.youtube.com/watch?v=myjvVwaUE8A
https://www.digitalsocialcare.co.uk/data-security-protecting-my-information/cyber-security/protect-mobile-devices-and-tablets/
https://www.digitalsocialcare.co.uk/data-security-protecting-my-information/cyber-security/protect-mobile-devices-and-tablets/
https://www.youtube.com/watch?v=H7ebvsiohFo
https://www.youtube.com/watch?v=H7ebvsiohFo
https://www.youtube.com/watch?v=H7ebvsiohFo
https://www.youtube.com/watch?v=H7ebvsiohFo
https://faq.whatsapp.com/android/how-to-stop-saving-whatsapp-media-to-your-phones-gallery


Quick Tip:
An orgnisations Social Media 
Policy should be clear that 
Images of Individuals who 
are in receipt of care and 
support, their relatives and 
visitors must NOT be shared 
via WhatsApp unless written 
consent has been given by 
those individuals.

Quick Tip:
When sharing information you still need to be aware of data  
protection protocols and make sure your staff are too. If you do 
discuss the people you care for, please use initials rather than names. 

https://www.youtube.com/watch?v=E5qfckF6h9o
https://web.whatsapp.com/
https://www.youtube.com/watch?v=jdXwzneFBBU
https://www.youtube.com/watch?v=YmYYqTDgARI
https://www.youtube.com/watch?v=mFqZ5Vu7G7s


https://www.youtube.com/watch?v=Y2zE4_78BF8
https://www.youtube.com/watch?v=Y2zE4_78BF8
https://www.youtube.com/watch?v=wkS0lqGVfh4
https://www.youtube.com/watch?v=wkS0lqGVfh4
https://www.youtube.com/watch?v=wkS0lqGVfh4
https://faq.whatsapp.com/general/chats/how-to-pin-a-chat
https://faq.whatsapp.com/general/chats/how-to-pin-a-chat
https://www.youtube.com/watch?v=zzSGmKT2WQE
https://www.youtube.com/watch?v=zzSGmKT2WQE
https://www.youtube.com/watch?v=zzSGmKT2WQE
https://faq.whatsapp.com/general/security-and-privacy/how-to-change-group-privacy-settings/
https://faq.whatsapp.com/general/security-and-privacy/how-to-change-group-privacy-settings/
https://faq.whatsapp.com/general/security-and-privacy/how-to-change-group-privacy-settings/
https://www.youtube.com/watch?v=dG1M-aelTNE
https://www.youtube.com/watch?v=dG1M-aelTNE
https://faq.whatsapp.com/iphone/chats/how-to-add-and-remove-group-participants
https://faq.whatsapp.com/android/chats/how-to-add-and-remove-group-participants
https://www.whatsapp.com/
https://www.whatsapp.com/
mailto:marketing%40skillsforcare.org.uk?subject=WhatsApp%20Guidance%20
https://id.skillsforcare.org.uk/Account/Register
https://www.linkedin.com/company/skills-for-care/
https://www.facebook.com/������ƵforCare
https://twitter.com/skillsforcare

